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2. XL 7| 2HH(QKD)

BB EZEREZE

« OFX} 7| SH] A|AE
- R oo S 08E UET| HH TRESE PHE HOH BN JIY
- “Quantum cryptography: Public key distribution and coin tossing.”

* (. H. Bennett and G. Brassard. In Proceedings of IEEE International Conference on Computers, Systems and Signal Processing, 1984.

QUANTUM TRANSMISSION

Alice's Eandon Bits. ... .. ciicracsanscoviansnnenned 4 1 0 1 T o oM 6 9 3 0 b9
Random sending bases.......cccccimicccarrnnaiannns D R D R R R R R D D R D D D R
Photons Alice SemdE.. s sensnnsessnsninssveyasss d T N e 1 1 & R & I %N & P B -
Random receiving Dases....-..veeeeasaraiararsnenes R D D R R D D R D R D D o D R
Bits as received by Bob.,,..cecciiuiiiirirssasinn. 1 1 1 0o 0 o0 I | 1 o 1
PUBLIC DISCUSSION
Bob reports bascs of received bits. ... ............ R D 0D D R R D D 0D R
Alice says which bases were correct............... O oK oK oK OK OK
Presumably shared information (if no eavesdrop)... 1 1 [+] 1 i} 1
Bob reveals some key bits at random..............= 1 0
Allos conFIrms ERRE o oams o awas e s e s oK oK
OUTCOME
Remaining shared gecret bBitS...uueccescrsussrarans 3 0 1 1

PJIIN INFRRA 8-



St EeE Y=

QKD A QKD A
-
| ; |
\\®%*If7|’5_%* ! @ YKI7| KLt
cflo]Eq = olE

Q1 Bo[Ef: O B4t (X L4 21%)
@ Y| 7|4t 425t HE

\%
09
Pal
19
ot
10
o
it
i
=l
op
Ot
e
Mo
it
ikl
|o
Hu
|.|-|
o
M
N
or
ro
e}
ot
N
HIr
=

O JIN INFRA



St EeE Y=

2. XL 7| 2HH(QKD)

=] (- A - (@) =2 C 2
- LR 7| 2Hf HX|[= HE A0 oA U= 0|2 =50H7| ol ME[=EE +d
QKD, M& AHelof 2 & =d= ME AHe| oA
> UHEMOl & 5| MO AL 02dB/kme| & £A8S 71X |1 QS
» QKD A|AEIS QlHIXM O Z OF 18dB (90km~120km LHR|) MEOo| & &AMMK| M& 7ts
> QKD A|AHEIZ B0l SET|LE SAH7|2] AHEO| 27t

M2 HEg QI MR=E 7y

> QKD2| & HE| otA O|¢d2 2 ¥27|E HESH| 28l Lzl e E(Trusted)S &I ¥=7| HE

CllojE zH'E

Rt
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3. YAt LI &2 (PQC)
* OFXt AFE 2125
2n2E Ex

- OFR} T30 HEHS 0|23t OlAHS) T A|7t CHE
ot = o . L= oL LT T = (L
Shor €112|& <

- HICHE 7| €102|E S5} B 7

- YEE|X| o= ClOIEH[0| A9 HAE H= S

Grover ¥112|=
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- ofof w2, 2t LHA @t (Post Quantum Cryptography, PQC)7H 28
- QX LM ot L2 CHH4 7|8 Multivariate-based), ZE 7|2HCode-based), Xt 7|8t Lattice-based), OtO|AH|L| 7| &t
(Isogeny-base), 8 Al 7|#H(Hash-based) HXt MH S

PJIIN INFRRA 1T



St EeE Y=

American

(‘22.072H)

Key exchange/
KEMs

= CRYSTALS-KYBER
(Kyber512, kyber768,
kyber1024)

(Algorithms)

= CRYSTALS-Dilithium

Digital (Dilithiums3, Dilithiums)
Signatures = Falcon(Falcon-512, Falcon-
(Algorithms) 1024)
= SPHINCS+

(sphincssha256128frobust etc.)

24ANK| 7t EAE|F HEoR

— '24'ANX| = Z7IEE PQC

(~'23.07 Ol
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= BIKE (BIKE-L1, BIKE-L3)
= HQC (HQC-128,HQC-192, HQC-256)
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02 55
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(o)) eERILIG RIS OIRES

(~'24.09 Of]

)
SMAUG(R.Lizard) = PALOMA
IPCC = REDOG
Layered ROLLO-1 = TIGER
NTRU+
HAETAE(signum) = MQ-Sign
AlMer » NCC-Sign
Enhaced pgsigRM = Peregrine
FIBS » SOLMAE
GCKSign
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Korean standard .
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American Binary

PQC
0|=/2019
BFF Z2E=
Kyber 1024 VPN

SDN, Firewall, VPN, SIEM

Desktop Virtualization,

Crypto-Agility(PQC)
Fortress(SDN)

S HZE

QuantlLR
iZA%yantLR

O| A2t /2015

BB84 Decoy state

LoQomo1 : 100km
LoQomo?2 : 40~60km

LoQomo3 : 5km

LoQomo1(QKD)
LoQomo2(QKD)
LoQomo3(QKD)

SETA M Z

QuSecure

QuSecure

PQC
0|=/2019

Saber,Kyber
BIKE,HQC

QuProtect TM

A HZE

Quantum Xchange

’
o

QUANTUMXCHANGE

PQC/QKD(IDQ)
0|=/2018,

A912)

PHIO TX : PQCQRNG&E 7|5
PHIO TXD :2Xt VPN
PHIO TXC : E2I2E &&
PHIO TX(PQC)

PHIO TXD(VPN)

PHIO TXC(Cloud)

gEEA N2
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2. QunatLR

M= MA HjZ

QuantLR's unique selling proposition:

Plug-and-play solution, optimized for all network segments

e Longrange, high key rate:
o Pointto point
Most expensive, least links, connecting
local networks

e |@ngth>30km, high rate
30km>length>5km, medium rate
Skm>length, low rate

o Point to multipoint

o Medium cost, urban area backbone
o Shortrange, low key rate:

o PON compatible

o Low cost, “last mile”, QTTx

« SIX| A|ZHOf| ZEA|El EHIDQ Toshiba, =4 S) QKD &H| ChH| 712 A

= -‘?—J%

- A2 /E AR /AR 8 R 111, IN EEE2X] 7|5 MBS S ME TR
Chef

- ASHCl 7| S X HO| 2ot sUEH| 7|s 88 E 22| A 7| ot
’ts

. ?PLTEI 1U &[0 Alice @t BobS ZA| ME3{ #Ho|5, 37+ 24, Hot
cRc

PJIIN INFRRA

Comparison with IDQ offering

Long Range Medium range Short Range
QLR DQ QLR IDQ QLR IDQ
LoQomo1 Clavis XG LoQomo2 | Cerberis XG |LoQomo3(**)
Distance in km.(*) 100 120 40-60(*) 60 5 X
Protoeol BB84 Decoy | BB84 Decoy | BB84 Decoy cow BB84 Decoy X
state state state state
. Quantum Quantum Quantum
Security Safe Quantum Safe Safe Quantum Safe Safe X
Cost $39 $3588 $$ §$% $ X
(*) 1 ksbps, dark fiber
(**) P2MP- depend on the amount of users
(***) by 2025
- O| 22} ZAR} K| 2t 2ol Sof H| 7|=d3 i o= AME=E
(L P
o O
- T =S flo) =7PEE A HotER Y SUE IE A 2 S dE

- AOjLt 2ALRE QuantLRZ} Web 7|8 SimulatorE &3l Integration 2t&
« SR A[OfIL} ZHLEE) 2 EFRPO|A] QKD EH|2f ﬁéé*ﬂl PoC H|AE Tl

=

S
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2. QunatLR

- QuantLR PoC MA|| 4

messm Quantum Channel —1310nm SMF
memmm Clock — DWDM channel SMF

QKD encrypted Client Data and QKD
service data - DWDM channel, SMF

Management Network

—
MGT
JRis
Quantum channel
ﬁ@‘lantLR 1310nm
gi qTx (Alice)
% _.O—_ 10G
% ol o = CHxx
o I,
- =go 0
e I 2
T maan
U"g_ o DWDM
JCHxx
TX
= Routen--"
Hue: "
Site A
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MGT
jrus

X
— (o]
=
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2 2
E o)
N o
3 ®
= 5
Rx
= Router =
X
iec: 174
Site B

Quantum channel (&
1310n @Janﬂ'R

gRx (Bob)
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3. QuSecure

QuEverywhere

Quantum Resitient

31
« (Quark (tl"ﬁ'estrator)oil &=l SR |22 AFE S
BE e d=st 3 B f M4 ke
QuProtect JbHIZE D E HEQZN 24 2ot
ASE 7t BE TISESAS Eoh Z2EE
?ofl PQCE ZE
* QUEVERYWHERE

ZE HZOo|L 20| E 4X| §l0] PQC HE

7fo
- 2 AHef El OfZ2[AH O] Zte| E4l= A
Eg

+ QUNETWORK
- [E HZA Q0] M 7I53HQSL &FEM
EA

- of0|0{4 == 20|72 MH|A ZH S5 PQC
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3. QuSecure

accenture -

QuSecure

SECURITY i E
e =

2023 a
S — ) Getting Started

TECHSLAYERS ACCENTURE Quantum Cybersecurity

L .
’Is 88 AT 47| MY Platinum =4t

« QuProtect 2T EQ|0{ H|IC|2 7}0|EE E%t 7|2 HE

« Client PoC HAE 2t&

- MHEHE MZ IS S

- TtE L& HZ 2t2 = Quark Orchestrator ZH| Xt 2 E poC Xl&l 0| Y

QuSecre COO Skip Sanzeri
Lich At OIS
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4. Quantum Xchange

- Mg 27

PHIO TX PHIO TXD PHIO TXC

o

« BENIST 22 d12|5 K& - Layer2,3 &X[0f| A5 7|5 K| - PHIO TXC= 28 A| CHA A5}
- QKD, QRNG, PQC 5§ B E dtHo =) 7|2 MMstn ohyo| Lzt F
E H3k[= 7|8 K& « PHIO TX EE= PHIO TXC Z 2 Ao MEH0) TLS E3 7[== Ab

. BE HES3 0/C|of EFYOYA . PHIO TX®} OFEFZFX| 2 QKD, 8o Fa 2=et & AHE 4g
AEEM, fd, 723 QRNG, PQC S RE oz & - 5 Z2 2R, EEHE”EJ@J, T

< 7|E HEYA Ot K=ot 21 f=g= = N 2|, MR, 4G,5G,%'d S IPv4,IPv6
S31510] SA| YRIAEB} THs . X|AFZ Clbjo|AZ 97 M%| 7} A

 SEELO] B4 StESOf 2R S

A2|X[eto] S
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4. Quantum Xchange
I - S o7 [HA

/ ARCHITECTURE A

lllustrative Deployment of the Phio Solutions Suite

| &
North America ==] .
=] Tm satellite Eur.upe
=]=] .
Branch Office - E g
Tpxh'?:, 55 i Router oo
) [ ) internet VPN m
HB —_—
Phio TX - Cloud Phio TX Branch Office

copper

internet

e == E
— — undersea cable

] Rowter
N _IVPN_ E Data Center 2
"ﬁ] . Phio TX-
HQ sy D QRNG
Ener gt Phio TX ‘E
£
Keys are delivered over a separate, resilient path with global reach.
E g 3 TQ & Note: Phio TX supports all FOC candidste KEM algerithms. QKD, QRNG optional.
= ~ " Phie TX

Data Center 1
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4. Quantum Xchange

Quantum Xchange Wins Best
Enterprise Data Security
Solutions for 2023

@

EO[-AEAq = =]

T

WORLD FUTURE
AWARDS =4t

()]

GUHED AwARDS SOLE WK

CYBER SECURITY
GLOBAL EXCELLENCE

2022 Cyber Security

Global Excellence
Awards =4

PJIIN INFRRA

CYBER DEFENSE MAGAZINE

Cyber Defense
Magazine

2021 Big50
AEER HIIA

St AEIEY Y

Juniper

THALES

F RTINET

A=1-821

jojo] 2 - ciolE] 23

ool 2 - ciolE] 23

A= 3-HER3

A=3-UER3

f=%
1

| OTN/WDM Rtz

(AES-256)

OTN/WDM 28
(AES-256)

| Ol PN/ MACSe:

(AES-256)

| ojci#l VPN/ MACSe:

| (AES-256)
IPVPN/IPSeclAES-256)

IPVPN/IPSec{AES-256)

& NFX S SR ARES[ JunDS 22.4)

nLentallHCHEl 65 4 AR

o Fortigate S XFG 9, B, 6,543
2 APE=)

© ISR ISRLK

S AERLE

o CATES00 3 CATESD0 o
CBOOOV &

CSRLDM

| IPVPN/IPSec(AES-256) 0 CV1000 AREs(7Hs
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5. American Binary

AMERICAN BINARY OVERVIEW

American Binary develops two overlapping categories of products:

1. Enterprise-grade Network Infrastructure

2. Classical or Post-Quantum Cryptegraphy (PQC), readying companies for securing their organizations against today's threats,
and/or tomorrow's quantum computer threats.

Post-Quantum Cryptography

Encryption-Agile Network Infrastructure (PQC) Products

PQC Sim VPN

Fortress: SDN, SASE, Zero Trust, efc. PQC Chat PQC VPN

v -

PQC Network Protocol  PQC File Encryption

Tl Sdo0e e et
Blue Falcon :

PQC BfA10f| M2 L|= PQC Chat, PQC-VPN S 7|5 Hl&

SDN MH|A XS0l E=2tE Fortress M& =

SLHEO| PQCHIAIQ| E-Sim Card 7t5 M3 2 Y53
PQCHAICc = It Sl WA O ZOFOM QU4A QI ZHE KNS

PJIIN INFRRA

COMPETITIVE ADVANTAGE

Key Differentiators
Crypto-Agile SDN ensures organizations will be ready for future encryption at minimal additional costs
Increases network speed and reduces latency
Can be used as either turnkey solution, or in tandem with other existing firewalls and security networks
’“"“' CiscoMercki  CiscolSR/Viptela  Forfinet ForiiGale  VeloCloud
Deployment Effort Moderate High Moderate Low

Network Layer Visibility .
and Enforcement Limited

Network Latency. Labor hours . e " . . . " 5 . . e ~
lost from lack of productivity. Medium to High Medium to High Medium to High Medium to High Medium fo High Medium to High
Application Awareness Limited High High Basic Basic

Unified Single Management
Console

Product Lock-In High Moderate High
NGFW with Full DPI sic: Moderate Moderate

loT/OS/Product Visibility
and NAC Enforcement

Total Cost of Ownership Moderate Moderate

o O] 2AIRE =Xte| 2t 2[0|E Sof HH| 7|=Ad30 &= MEE
- oL S22 ol =7 E R EotN St SNE QT AN o= HE
« Client PoC HAE 2t=
« Fortress PoC HIAE ZI&l o ™
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PJIIN INFRRA

Recall: Properties of Quantum Systems

€.g. 2+state system (electron spin or qubit)
- states are quantized, eigenstates of operators are orthogonal

eg.spinup & down: |1) = [0) and [4) = |1) with projection: (1| 1) = 0|1)=0
e.g. spin right & left: |=) = |+) and |«) = |~) with projection: (= | =) = (=|+) = 0

~for a complete set of orthogonal states ("base kets")

any state can be written as superposition of these base kets

’ Visualieed on
eg [9)=alty+b| 1) = al0)+ b[1) ”‘P""
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